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Digital Solution)
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2.2.2 wuulail@nssudng

2.2.2.1 msdamszunnuvielusunsursuiawes wuuldldnssudns asdaeuldun
szuunuviolusunsuneufiumeiffdeaslduanslumadildnu (License) laiaesdondedldane
v3elsl Taoldldnunaenengvowmdndast lasoradunisiiedfissiufier uaslunisdsouszuuld
o198 ududedldsuuinanine Ussneunmslioude e vinisAndalusunsy uimsleudhedeya
USNSUSUASIZUU (customization) USNsRnausH wagusnstiauSawualedam (Help desk)
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A5 famelUdl

(1) woutydnanasnudamszuuuuulslldnssudns uagluauesan

(2) wuultiufinfanssumsUszananavesesdnsiifsatestudoyadiuyema muns 39
W.9.U.AUATOIUBYAAIUYARA W.A. 2562 (ROPA)

(el Wunsuiisamiimssafudoyaaivyeea)

Wauluwazdaniviua (Term of Reference) N1A25AMINITIANITZUUIUNIBLUIHNTUABUNILADS

Tuda 2.2.1 uag 98 2.2.2
1. A29dNSHAUNAEAI TS9N ISHAIUIAIUAEN

(1) Information Technology Infrastructure Library (ITIL)
(2) mM3Unvesininusingegdlu Top 10 Open Worldwide Application Security

Project

(OWASP) salugau APl uas Web application

(3) National Institute of Standards and Technology (NIST)
(4) Center for Internet Security (CIS)
(5) API Security standard

(6) Container base Application security standard

2. ¥MIMAEBUsTUY (Penetration Testing and VA Scan) nauduldaussuunnssuuludnue

Major Version yna31 Ineilseazidenee1eiagnall

(1) AuandRveInAaaUYoIlnIuagn1SUNINTEUU (Vulnerability Assessment &

Penetration Testing) Azsiaailuymansaiiiies vianeau MEogusuuUsEn AiNun1seusy

wazlasuUsenetetnssiuwallidsenin @ Yssnededns aed

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.
1.9.

1.10.
1.11.
1.12.
1.13.
1.14.
1.15.
1.16.
1.17.

Certified Information Systems Security Professional (CISSP) - I1SC2
Certified Information Security Manager (CISM) — ISACA
Certified in Risk and Information Systems Control (CRISC) — ISACA
Certified Secure Software Lifecycle Professional (CSSLP)
Certified Data Privacy Solutions Engineer (CDPSE)
GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)
GIAC Web Application Penetration Tester (GWAPT)
GIAC Penetration Testing Certification (GPEN)
Offensive Security Experienced Penetration Tester (OSEP)
Offensive Security Web Expert (OSWE)

Offensive Security Certified Expert (OSCE)

Offensive Security Certified Professional (OSCP)

EC-Council Certified Security Analyst (ECSA)

Certified Ethical Hacker (CEH)

System Security Certified Practitioners (SSCP) - ISC2

Certified Penetration Testing Engineer (CPTE) - Mile2

CompTIA PenTest+
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1.18. CREST Practitioner Security Analyst - CREST CPSA
1.19. CREST Registered Penetration Tester - CREST CRT
1.20. CompTIA CySA+
(2) Fnan1snsaaou Iiased Ussiduuazdndiduanudsasiuanuiunaaon e
weluladansaumanaznsdeans iowlszYafennaamdlewues (Penetration Testing)
1AgINIINAARULIETEUUIINAETULAT U 1UBIANT WATAIEUBNIATOYIUDIANT
A2835N15LUY Grey-Box Penetration Testing N19ANLTUNIUAY maﬂﬂiaUﬂam
MINAFEU WILTIMINET U IRaEN198 8y TRYN1897U A uanITumou
v3oTnslumsynsn nieussidunsiinseiuazasunanisdiiduny kg
Tumsusudsaudly Usaidiu uasdndrduannandss uagdidunisuiledadednii
pvany Ingdinneinadenlssmodifiananuiunasiinasg e oR il
(2.1) Open-Source Security Testing Methodology (OSSTM)
(2.2) NIST SP800-115 Guideline on Network Security Testing
(2.3) Open Web Application Security Project (OWASP) TOP10 Laa‘fﬁz'ibué’lqm
(3) FavhssnuranisAdunIsRsIvdeurestnifidndty (Vulnerability Assessment)
otaten fail
(2.0) agUnan1sAfiunsnIvEey Jaset uazUszidunudewosasini
gy waznisdadiuanuidesfideasainiunisuile
(2.5) agunan1snageuMsazsrUUNMeluATeYIgIAnarAguen
LA3DUNLOIANTAIE T5N1TUUY Grey-Box Penetration Testing
seeuLant fumewisnslunsyungnndouisiniunisinsziuay
ayunanisanfunusimisiunisusulsudly Ussidiuuasdngau
anuidss TngagdiosdnedatuinsgiunazuumsufoR loun
OSSTM NIST SP 800-115 uag OWASP
(2.6) agUnansnsvaeuINNsldiesesilensivaay (Scanning Tool)
(2.7) asumssudiunsudlalagedwifingiany
(2.8) TotausuuziuInunsdosiuiasinlelagodniuaznisunin

Y = 1% a =~ ° ] o A A = ¥ ' =

daneszds nsiiszuuladnisdieuisdiuvesdeyanielimsivenlesdoyaludiunisdeninuvngy
vostayadadionndudinaniilunsndduvemmhenu Wiluanuguarienseunsesvedvie/
A5UI/{IEU3NNS nisaudndudesdnrinanuyniunnsilfinssuuasanuiuiageunsdiinainy

Y
a

Aanaranseiinaudemglilimimsimisnisdounnteyaniasruulusunsunsufiamnes 1y
domnuneiianane wse luanunsadeaumungls Wudu FudwdIsnuITAesimualigve/
miuma/sﬂﬁu%msa'wawﬂdaumaq%’amaﬁﬂﬁ,mmam'ml,ﬁaLﬁﬂi%’u'%mw%éjuammsu’%maéﬁEJ
finziiy wiasauenrazlszauiym wiededadaslunsldaussuudeluld desaufeanae an

o

i lulHduiteuluaruaumisssuaulisnansadhessuuviseasudure/gsudne/gldusnsid

D

D e

Fouugln 9IBUAITATUNTS
1. Ydeyey1n19919Uszaana (Data Processing Agreement)
2. vdyay1n1skaUaimedaya (Non-Disclosure agreement)

WUINNNSANTUTIAM TLUUABNTUABINTENTIAT1 TG UsednT w.a. 2569 [7/16]
oy AUENITUNTUITMSUaEIAMISEUUABNNIWMET UT¥dINTensIeansIsnsgy



3. Tu TOR winUsziiuses firdvendudvesdoya dSudsassasdneanuazainiunisleuae
Toya vnliuuRnisasienuu ..

aa v

2.3 N15IANIUINTIANA (Digital Services)

'
aa o I

msteusmshavia Mdunisineseasyien/d Suunguuuulinail

1%
aa v |

2.3.1 USn1sARviakuusiories NilnanniusTezend Lok NMsdeu

De

a

3N1558UU Cloud
W39n590USNNSIYUUILUL Cloud ilintayaannnisldeu Wy VPS, web Hosting, HIS on
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\ J &mplement & Operation Coy wintenance & Marketing Ccy

Public Service Governance Framework
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